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Developers wants the same experience

Same

operational 

consistency

Same 

automation, 

deployments, 

and security 

controls

Same services 

and APIs

Same pace of 

innovation as 

in the cloud

Same high-

performance 

infrastructure
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Cloud Computing Services
• AWS owns and maintains the network-connected hardware, 

you provision and use what you need
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Robotics development lifecycle

Test and 
verify

Deploy and 
update

Design and 
develop
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Design and Develop
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Kinesis Video Streams with WebRTC for teleoperation 
and supervision

Low-latency 
peer to peer

Browser-
based 

teleoperation

Low device 
footprint

Fine-grained 
access 
control

OS agnostic



FROM DEVELOPMENT TO PRODUCTION - ACCELERATING ROBOTIC DEVELOPMENT WITH CLOUD COMPUTING

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Remote command and control

Amazon Kinesis Video

Streams with WebRTC

Media Streaming

Command (WebRTC Data Channel)
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The AWS AI/ML stack

ML FRAMEWORKS

& INFRASTRUCTURE

STUDIO IDE

AMAZON

SAGEMAKER

CANVAS

No-code ML for

business analysts

STUDIO LAB

Learn ML

GROUND TRUTH

Label data Prepare data Geospatial 

ML

Store features

Build with

notebooks

Train

models

Tune

parameters
Manage 

and monitor

Deploy in

production

PyTorch, Apache MXNet, TensorFlow Amazon EC2 CPUs GPUs
AWS

Trainium

AWS

Inferentia
FPGA

Habana 

Gaudi

CORE

SPECIALIZED

AI 

SERVICES

BUSINESS PROCESSES

Amazon Personalize

Amazon Forecast

Amazon Fraud Detector

Amazon Lookout for Metrics

SEARCH

Amazon Kendra

CONVERSATION

Amazon Lex

Amazon Transcribe Call Analytics

Contact Lens

Voice ID

CODE + DEVOPS

Amazon CodeGuru

Amazon CodeWhisperer

Amazon DevOps Guru

INDUSTRIAL

Amazon Monitron

Amazon Lookout for Equipment

Amazon Lookout for Vision

HEALTH

Amazon HealthLake

Amazon Comprehend Medical

Amazon Transcribe Medical

Amazon Omics

TEXT

Amazon Translate          Amazon Comprehend

SPEECH

Amazon Polly           Amazon Transcribe

VISION

Amazon Textract          Amazon Rekognition          AWS Panorama

CI/CD | GOVERNANCE | RESPONSIBLE ML

EDGE MANAGER

Manage edge devices
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Amazon Rekognition Image and Video

CELEBRITY RECOGNITIONFACE COMPARE & SEARCH

PATHING

FACE DETECTION AND ANALYSIS

LIVE STREAM VIDEO

TEXTCONTENT MODERATIONCUSTOM LABELSOBJECT, SCENE, AND ACTIVITY

VIDEO SEGMENTS

PPE DETECTION
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Problem
• Constrained hardware for intelligent capabilities on device

• Costly and time-consuming to build ML capabilities from scratch

Solution
• Offload intelligent capabilities to the cloud

• Built a conversational interface with Amazon Lex

• Built a facial recognition capability with Amazon Rekgonition

Business benefits
• Reduced robotic development from months to days

• Reduced hardware costs

Case study: Robot Care Systems
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SageMaker
Build, train, and deploy ML models for 

any use case with fully managed 

infrastructure, tools, and workflows

END-TO-E ND ML  JOUR NEY
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Amazon SageMaker

P R E P A R E  D A T A  A N D  B U I L D ,  T R A I N ,  A N D  D E P L O Y  M L  M O D E L  F O R  A N Y  U S E  C A S E
PREPARE

Geospatial: Visual geospatial data

Ground Truth: Create high quality 
datasets for ML

Data Wrangler: Aggregate and prepare 
data for ML

Processing: Built-in Python, BYO R/Spark

Feature Store: Store, catalog, search, and 
reuse features

Clarify: Detect bias and understand 
model predictions

BUILD

Studio Notebooks & Notebook
Instances: Fully managed Jupyter
Notebooks with elastic compute 

Studio Lab: Free ML development 
environment

Built-in Algorithms: Integrated tabular, 
NLP, and vision algorithms 

JumpStart: UI based discovery, training, 
and deployment of models, solutions, and 
examples

Autopilot: Automatically create ML 
models with full visibility

Bring Your Own: Bring your own 
container and algorithms 

Local Mode: Test and prototype on your 
local machine

TRAIN & TUNE

Fully Managed Training: 
Broad hardware options, easy 
to setup and scale

Distributed Training Libraries: 
High performance training for large 
datasets and models

Training Compiler: Faster deep learning 
model training

Automatic Model Tuning: 
Hyperparameter optimization

Managed Spot Training: Reduce training 
cost by up to 90%

Debugger and Profiler: Debug 
and profile training runs

Experiments: Track, visualize, and share 
model artifacts across teams

Customization Support: Integrate with 
popular open-source frameworks 
and libraries

DEPLOY & MANAGE

Fully Managed Deployment: Ultra low 
latency, high throughput inference

Real-Time Inference: For steady traffic 
patterns

Serverless Inference: For intermittent 
traffic patterns

Asynchronous Inference: For large 
payloads or long processing times

Batch Transform: For offline inference on 
batches of large datasets

Multi-Model Endpoints: Reduce cost by 
hosting multiple models per instance

Multi-Container Endpoints: Reduce cost 
by hosting multiple containers per 
instance

Shadow Testing: Validate model 
performance in production

Inference Recommender: Automatically 
select compute instance and 
configuration

Model Monitor: Maintain accuracy of 
deployed models 

Kubernetes & Kubeflow Integration:
Simplify Kubernetes-based ML

Edge Manager: Manage and monitor 
models on edge devices

Canvas
Generate accurate machine learning predictions—no code required

MLOps: Pipelines | Projects | Model Registry
Workflow automation, CI/CD for ML, central model catalog

Studio | RStudio 
Integrated development environment (IDE) for ML

Business Analyst

Data Scientist ML Engineer

Governance
Model cards, Dashboard, Permissions 
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AWS IoT Greengrass

Thing group: Robot fleet

SageMaker network

compute bridge 

component

Data acquisition plugin 

component

SpotCORE AI
ML model 

component

Spot tablet

Spot 

SDK

Spot CAM+

Docker container running on host

AWS Cloud

Amazon S3

Training data

Amazon SageMaker

Ground Truth

Fully managed 

data labeling

Amazon SageMaker

Model registry

Model staging, deployment, 

and optimization 

Data processing and labeling

Amazon SageMaker

Training jobs

Trained 

ML model

1

Raw data is collected, 

pre-processed, and 

labeled for training

2

Updated ML models 

are deployed to the 

robot when connected 

using AWS IoT 

Greengrass V2
Model deployment

3
The AWS IoT Greengrass 

components running in a 

container interact with 

the Spot SDK
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Demo
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SageMaker Reinforcement Learning

Collect and prepare 
training data continuously
Fully managed data processing jobs/
data labeling workflows

Choose or bring your
own RL algorithm

Collaborative notebooks, 
built-in algorithms/models

Set up and manage 
environments for training

One-click training

Train, debug, and 
tune models 

Debugging and
optimization

Manage
training runs
Visually track and 

compare experiments

Deploy model
on robots
One-click deployment
and auto-scaling

Monitor
models
Automatically
spot concept drift

Validate 
predictions
Add human review
of predictions

Scale and manage the 
production environment
Fully managed with
auto-scaling for 75% less

WEB-BASED IDE FOR ML AUTOMATICALLY BUILD AND TRAIN MODELS

Choose or bring your
own simulation

Cloud simulation environment, 
built-in algorithms/models
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Scaling Simulation Environments
Faster training

Run a large number of simulations in parallel 

Run at faster than real-time speed

Policy V0

Episode 1

Episode 2

Episode 3

Episode N

Epoch 1

Policy V1

Episode 1

Episode 2

Episode 3

Episode N

Epoch 2

Policy Vi Policy V_N

Episode 1

Episode 2

Episode 3

Episode N

Epoch N
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Test and Verify
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Release process stages

Source Build Test Production

• Integration 

testing with 

other systems

• Load testing

• UI testing

• Security testing

• Check-in source 

code 

• Peer review new 

code

• Compile code

• Unit tests

• Style checkers 

• Create container 

images and 

function 

deployment 

packages

• Deploy to 

production 

environments

• Monitor code in 

production to 

quickly detect 

errors

• Compile code

• Unit tests

• Style checkers 

• Create container 

images and 

function 

deployment 

packages

• Integration 

testing with 

other systems

• Load testing

• UI testing

• Security testing
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Key features

• Serverless container-based 

high fidelity simulations with an 

API

• GUI applications over a 

browser

• Batch simulation

• CI/CD for robotics

AWS RoboMaker
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Example Solution: Robot Application CI/CD Pipeline with AWS

Branch: 

integration 
Pull Request

AWS CodePipeline

STAGES

Branch: 

feature

ROS/ROS2 

Development

Environment

ROS/ROS2

Simulation 

Environment

Source Build>>

AWS CodeCommit

Merged pull request

AWS CodeBuild

Build docker

images and store 

in ECR

Amazon ECR

Built Container 

Images

robot:runtime

sim:runtime

>>>> Test (Simulation) >>

AWS RoboMaker

Batch Simulation API

AWS Step Functions: 

Test in Simulation

Amazon Athena

Interactive query 

service 

Amazon 

QuickSight

Test Data 

Visualizations

Amazon S3 

Results

>>

Test Fleet (Real-world)

AWS Greengrass

Test on Robots

Stream 

Manager

Test (Deploy)

Branch:

mainline (release)

Deploy

Merge

Production Fleet

Release Candidate          

in Amazon ECR

Deploy to

Production Robots

AWS Greengrass

Deploy Stage
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Problem
• Limited test coverage for different floor layouts and scenarios 

• Costly and time-consuming to test

• Late bug discovery in the field

Solution
• iRobot built a CI/CD pipeline for large-scale and automated 

testing using the AWS RoboMaker simulation service

• More than 40 automated tests on each code commit and more 

than 500 automated tests for each release candidate 

Business benefits
Much faster testing and release cycle (1 hour vs. 3 weeks for testing 

70 complex localization scenarios)

Case study: Regression testing
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Deploy and Update
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AWS IoT architecture

How can I make sense of my IoT data and take appropriate actions?

How can I control, manage, and secure my devices at scale?

How can I build devices that operate at the edge?

Analytics 
Services

Connectivity 
and Control 

Services

Device
Software
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AWS IoT Core

To securely connect 
devices to the AWS cloud 
& other devices at scale

To fully integrate with 
other AWS services to reason 

on top of the data 
(Analytics, Databases, AI, etc.)

To route, process, and 
act upon data from 
connected devices

To enable applications to 
interact with devices even 

when they are offline 

AWS IoT Core is a managed service that lets connected devices easily 

and securely interact with cloud applications and other devices
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APIs

Device Shadow

Reporting the last known state of the device;
e.g., the last known color of the light bulb is red

Changing the state of the device; e.g., change
the color of the light bulb to blue

Real time notification of state changes using MQTT

Asynchronous communication with offline devices

Device SDK integration for easy 
implementation on devices

REST APIs for applications to interact with devices

Understand and control the 
status of your device at any time
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Transform — built in functions for math, 
string manipulation, dates, Protobuf decoding, etc.

Filter — use the WHERE clause to capture 
only the data you want.

Take actions - specify what to do when a rule is 
triggered. For example, send you device’s location data 
to Amazon Location Service. 

Route — send your data to over 20 AWS services and 
third-party services like Salesforce, etc. 

Rules Engine

Ingest large amounts of data at a low cost, 
pre-process it, and make it available to 20+ 
services for analytics, reporting, and 
visualization

ANALYTICS

Kinesis

Elasticsearch Services

IoT Analytics

Apache Kafka

DATABASE

Timestream

DynamoDB

MANAGE

CloudWatch

COMPUTE

Lambda

APPLICATION INTEGRATION

SNS

SQS

Step Functions

HTTP Action
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AWS IoT Greengrass

Security

• Encrypting data in-transit/at-rest

• Encrypted communication

• Support for Hardware Security 

Module 

Device Development

• Portability across hardware, OS 

and programming languages

• Simplified fleet provisioning

• Prebuilt components 

Deploying and Running 
Edge Devices

• Message Queuing Telemetry 
Transport Support (MQTT)

• AI/ML models deployed for 
inference at the edge

• Container Support

• Intermittent or offline operation

Managing Edge 
Devices

• Fleet and Device Software 
Management at scale

• Over-the-Air (OTA) Support 

Security—at-rest and in-transit
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AWS IoT Greengrass Components

Key features

• Open source client software

• Device-side dev tools—iterate 

quickly with CLI and local console

• Portability across HW(ARM/x86), 

OS, languages (C/C++, Java, 

Python, JS/Node)

• Apps consist of modular 

components– use pre-built 

components or your own software 

(new or legacy code)

• Software catalog on GitHub with 

components such as data 

streaming to Amazon KVS, Modbus 

TCP protocol support, local 

InfluxDB time-series database

AWS Cloud
IoT Device

Operating system (Linux, Windows, Yocto)

Greengrass Components

AWS IoT Greengrass client software

Pre-builtDocker OS process

Bring 

your own 

runtimeLambda

AWS IoT Greengrass 

cloud service
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AWS IoT Greengrass prebuilt components

Public components are prebuilt; AWS provides components with 

common functionality that you can deploy to your robots

Log manager

Automatically 

capture component 

logs in the cloud 

with Amazon 

CloudWatch Logs

Kinesis Video 

Streams

Read video feeds 

from local cameras 

and publish them 

to Kinesis Video 

Streams

Edge ML inference 

frameworks

With TensorFlow or 

Amazon SageMaker 

Neo Deep Learning 

Runtime (DLR) 

Includes pretrained 

models for object 

detection and 

image classification

Examples of prebuilt AWS integrations to speed up development time

And more

More than 20 public 

components are 

available today

Secure tunnels

Enable remote 

access to robots over 

secure tunneling
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AWS IoT Greengrass OTA software updates

Configurable 
deployment rate

Component

rollback

Timeouts Conditional 
update workflow

Failure 

thresholds
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AWS Cloud

Deploying and managing software on robots

ROS

Production robot fleet

AWS IoT Greengrass 

cloud service
Thing group: Deployment

ROS 

stack

Robots in production

ROS

Deployment

Docker

applications

ROS stack

Docker

applications

CI/CD pipeline

Automate build/test 

process before 

deployment

More . . .

Simple scripts, bash 

commands, 

databases, other 

applications

1
Integrate AWS IoT 

Greengrass deployment 

actions with automated 

build and test pipelines.

2
Local robot software 

stack is broken into 

modular components.

Then, can be deployed 

to fleets of production 

robots (at-scale).

AWS IoT Greengrass 

deployment on robot

3
Once deployed, AWS 

IoT Greengrass 

manages the software 

running locally. AWS 

IoT Greengrass is 

designed to run 

applications in 

environments that do 

not have a persistent 

cloud connection.

More . . .

Simple scripts, 

bash commands, 

databases, other 

applications
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Video streaming

Capture live video, 

manage WebRTC sessions

Amazon Kinesis 

Video Streams

Cloud video streaming 

and capture

Building cloud-enhanced robots with AWS 

ROS

Production robot fleetAWS IoT Greengrass cloud service
Thing group: Deployment

Robots in production

ROS

ROS stack

Docker

applications

CI/CD pipeline

Automate 

build/test 

process before 

deployment

AWS Cloud

ML inference

Bring your own or use 

prebuilt componentsAmazon SageMaker

ML services and 

MLOps pipelines

Software 

components 

to deploy

Secure tunnels 

Troubleshooting

AWS IoT Device 

Management

Remotely manage and 

organize robot fleets

Stream manager

Telemetry, data 

capture, and storage

Data streaming and 

storage services

Amazon S3, Amazon 

DynamoDB, Amazon 

Kinesis, and more

AWS IoT Greengrass deployment on robot

More . . .

Simple scripts, 

bash, 

databases, ROS 

packages, etc.

Deployment

Data
AWS Amplify

Build AWS 

powered 

web and 

mobile 

applications



FROM DEVELOPMENT TO PRODUCTION - ACCELERATING ROBOTIC DEVELOPMENT WITH CLOUD COMPUTING

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

CHALLENGE

Technology and engineering group 

ST Engineering wanted to migrate its 

infrastructure to the cloud so it could 

scale to support its RaaS business 

model and quickly develop a cloud-

based robotic fleet management 

software. 

SOLUTION

ST Engineering migrated to the 

cloud and adopted AWS IoT 

Greengrass and Amazon Kinesis 

Video Streams, providing its 

robots with connectivity to the 

cloud and the capability to 

stream live video footage to 

customers.

IMPACT

• Achieved a scalable infrastructure 

that supports its robotic fleets

• Developed a cloud-based robotics 

FMS solution

• Supports a virtually unlimited 

amount of simultaneous live 

video streams

“Amazon Kinesis Video Streams is very straightforward and easy to use.”

—Yoke Kong, principal engineer of the solution team, ST Engineering
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Thank you!

Bobbie Couhbor

couhborb@amazon.com

www.linkedin.com/in/bobbiecouhbor

mailto:couhborb@amazon.com
http://www.linkedin.com/in/bobbiecouhbor

