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every company needs to
prepare themselves for
thingbot attacks, every
business and government
entity with loT devices
deployed should be
securing them.
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European Commission - Press release

EU i agree on str ing Europe's y

Brussels, 10 December 2018

This evening, the European Parliament, the Council and the European Commission have reached a political agreement on the Cybersecurity
Act which reinforces the mandate of the EU Agency for Cybersecurity, (European Union Agency for Network and Information and Security,

ENISA) 50 as to better support Member States with tackling cybersecurity threats and attacks. The Act also establishes an EU framework for
boosting the of online services and consumer devices.

Vice-President Andrus Ansip, in charge of the Digital Single Market, said: “In the digital environment, people as well as companies need to
feel secure; it s the only way for them to take full advantage of Europe's digital economy. Trust and security are fundamental for our Digital
le Market to work properly. This evening's agreement on comprehensive certification for cybersecurity products and a stronger EU
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urther steps to

strengthens
Cybersecurity Act,
ENISA

Bruce Schneier calls for
governments to
regulate loT security
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Security
Bruce Schneier: You want real loT
security? Have Uncle Sam start
putting boots to asses

Infosec's cool uncle says to hell with the carrot

By Shaun Nichols in San Francisco9Nov2018at 1122 64(0  SHARE ¥

Own your
digital future
with the power of
the Akamai Edge.

Learn More Learn More
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Learn More
Any sort of lasting security standard in loT devices may only happen if
governments start doling out stif penalties.
So said author and computer security guru Bruce Schneier, who argued
during a panel discussion atthe Aspen Cyber Summit this week that
without regulation, there i lite hope the companies hooking their
products up to the internet will implement proper security protections.
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Security is best built in from day one,
rather than bolting it on.



Why your next robot
should run Ubuntu Core



Setting up a new
project... not
Fun!



Linux Software Delivery
Hidden

Challenges

e Requires knowledge of Linux internals
e Complex packaging code

e Not transactional

e Unbounded

e Risky

Working in this loosely-defined environment is

unpredictable, time-consuming, and costly



Maintenance

The nightmare begins!




Ubuntu Core benefits

DO DO

A minimal, transactional Ubuntu for appliances
Safe, reliable updates with tests and rollback

App containment and isolation with managed access to resources

Amazing ‘devops for loT' experience from device to cloud
Familiar development environment for Linux developers

Easily create app stores for all your devices



Automatically confines applications

Writable area

Snaps are confined

Writable area

and isolated

Writable area




Build Environment

....................................................... AU toma tion

You receive a pull Test with Travis or The code lands on
request on GitHub other Cl system your GitHub master
Y, 5
+

Snapcraft builds a Auto-released to the You promote to beta/
new snap version snap store for testing candidate /stable



Update and Deployment Strategies

Channels and Tracks Offer Flexible Deployment Options

Stable
| Candidate ! With different
Support multiple T - needs
simultaneous dev efforts prm =
| Beta :




Modified data Original data

Writable area

Original data

Writable area

during upgrade

Writable area

Rollback
N Updated snap -9.9..@.'.L.‘.J..r9. Original snap

Original data is kept
on device

( )

Original data

Writable area

Original snap




Ubuntu Core benefits

DO DO

A minimal, transactional Ubuntu for appliances
Safe, reliable updates with tests and rollback

App containment and isolation with managed access to resources

Amazing ‘devops for loT' experience from device to cloud
Familiar development environment for Linux developers

Easily create app stores for all your devices



Simple, Declarative App Definitions

name: ros-talker-listener
version: 0.1
summary: ROS Talker/Listener Example
description: |
This example requires roscore as well as a talker and listener.

grade: devel
confinement: devmode

parts:
ros—-tutorials:
source: https://github.com/ros/ros_tutorials.git
source-=branch: kinetic-devel
plugin: catkin
rosdistro: kinetic
source-space: roscpp_tutorials/
catkin-packages: [roscpp_tutorials]

apps:
run:
command: roslaunch roscpp_tutorials talker_listener. launch



Backed by Canonical

It is our mission to make open source
software available to people everywhere.
We believe the best way to fuel innovation is
to give the innovators the technology they
need.
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AdditionalAdvantages
of Snaps



Snap Package Architecture

Versioned root writable area Versioned User writable area
$SNAP_USER_DATA

Common root writable area Common User writable area

snap code & assets 1]

(squashfs, RO bind-mounted in /snap/<snap_name>/<version>)




Security Alerts, Audits and Compliance

e Automatic Security Warnings on your snaps
o Daily checks on your software components with alerts

e Audit your systems through package verification
o For OS and apps
o Confirm that exactly what you deployed is still running
on the device, no more or less

e Compliance management
o Archive source code used to build your snaps
o Aggregate licenses



Snap Store

Reach millions of devices with the Snap Store.

Add your snap

e Publicstore hosted by Canonical
e Ubuntu systems point to the snap store by default
e Access the store and manage your snaps from the CLI or the web




Brand Store
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snap store as a service

Full control over the store content
Review queue for third parties
Endless possibilities



Maintenance

And relax




Visit snapcraft.io



Visit ubuntu.com/core



Store Blog loT

Thanks for trying out these new pages. Use dash

Build

Forum &

t anissue & or give us your feedback &.

«My snaps
atom Listing  Releases  Metrics
Releases available for install

d64
latest/stable 1.30.0
latest/candidate
latest/beta 1.30.0
latest/edge 1.30.0
Revisions available
192 1.30.0 amdé4 edge, stable, beta 11days ago
191 1.30.0 amdé4 edge, stable, beta 13 days ago
190 1.29.0 amdé4 edge, stable, beta a month ago
189 1.29.0 amdé4 edge, stable a month ago
188 1.28.2 amdé4 edge 2 months ago
187 1.28.2 armé4 edge 2 months ago
186 1.28.2 armhf edge 2 months ago
128 1202 amAdRA adna ckahla hata 2 manthec ann
184 1.28.2 386 edge 2 months ago
183 1.28.2 armhf edge 2 months ago
182 1.28.2 armé4 edge 2 months ago
181 1.28.2 amdé4 edge 2 months ago
180 1.28.2 386 edge 2 months ago
179 1.28.2 armé4 edge 2 months ago
178 1.28.2 amdé4 edge 2 months ago
177 1.28.2 armhf edge 2 months ago
176 1.28.2 386 edge 2 months ago
175 1.28.1 armhf edge 2 months ago

Full control of update lifecycle

Updates published instantly
Cryptographically signed and tamper-proof
Risk-based update channels for creating software testing

programmes



Automatic over-the-air updates

e No additional infrastructure or code needed

e End user systems automatically apply updates, four times
per day

e Eliminate the long tail of releases to support and lower

your costs



Developer account
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Developer dashboards
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Enterprise Proxy

e Enterprise Proxy enables fine-grained control over which snaps and
revisions of snaps are available for consumption by their fleet of
devices

o Also provides a means to access the Snap Store for devices with
restricted network access



