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What is OPC Unified Architecture?
Overview

including:
* M2M-Communication
» Security

* Information modeling

- OPCUAIs

» Platform Independent

e Scalable

OPC UA
Information
modells

* Vendor Interoperablity

OPC UA is much more than a protocol

* OPC UA is an information centric architecture
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What is OPC Unified Architecture?
OPC UA and other standards

Business
Functional
Information

Communication

" sampC UA

Hierarchy Levels
IEC 62264/
{ IEC 61512

T _ ~.Connected World

Integration

I

. e, o,
e — . .. Station
e Life Cycle .
y ... Control Device

Value Stream e

IEC 62890 Field Device
‘Product

Develop- Maintenance Production % Maintenance
ment Usage Usage

Source: VDMA Industrie 4.0 Communication Guideline Based on OPC UA / VMDA Info Day

* |[EC 62541 is the standard for OPC

Unified Architecture.

« fits into Industrie 4.0

40 domain specific information
models completed or in progress

15 from VDMA
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Technical introduction
OPC UA Architecture

- Base Services and data models for Information model

« Data accesses

Vendor Information Models
« Methoden calls

« Event-Handling

o ere i i . OPC UA Companion Specification
* Possibility to specify own information

models

+ Independent communication stack DA \ AC \ HA \ Prog\

* High performance

* Integrated security

DA Data Access
AC Alarms & Conditions
HA Historial Access

Prog Program Basic function

OPC UA: HOW? Domain experts: WHAT?
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Technical introduction
Transport and security

* Authentication and Authorization PubSub Binary Hybrid Webservices

« Software- und Applikationscertificates ‘ ‘ ‘. ‘.

» Users: User name and password, Kerberos UA Binary UA XM

tokens or X.509 certificates

* Integrity and confidentiality Cgﬁvifscﬁgn n

 Signing, signing and encrypting %
* Transport profile : E

» Performance: UA Binary (Port 4840)

* Web Service: UA XML (Port 443 bzw. Port 80) E—

* New: Web Service: UA JSON s

new 4840 443 443 80

Bildquelle: OPC Unified Architecture. Wegbereiter der 4. industriellen (R)evolution
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Technical introduction
Communication Layer

Client/Server (Request/Response)

* Fix 1:1 Connections

* many connections(>500) =» High resource

consumption
Request
9 « UseCase: huge amount of flexible data
Response Publisher/Subscriber (UDP based)

« Connection-less, broadcast-style

» Many subscribtions = low resource
consumption

* UseCase: small amount of fixed data

Quelle: Dr. Christian Mosch | VDMA Info Day 2018
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Technical introduction

Communication stack

Client Application

Apicall  {}
I

.

UA Stack
r—|
&
—
r—|

=
0

Implementations in
- ANSIC/C++
- .NET

- JAVA

APl Message Structure

Raw Message
API structure encoded as byte
array or XML document

Secured Message
Raw message signed and
Encrypted with security header

Server Application

|A_|
=

00

r—l
—p
&
r—l

UA Stack

=
-

Wire

]
J

Vs

Transport Message

Secured message with transport header

0
]

.
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Technical introduction
address space concept

OPC UA Server
@C UA Address Space \

T/Ionitored Item ]_]
l
[kSubscription ]_]
111
HEY

J

OPC UA Server API

RequesttSd =9 Response OPC UA Communication Stack Subscribe &4 B4 Notify

From To From T ¢ To
OPC UA OPC UA OPC UA OPC UA
Client Client Client Client

Bildquelle: geméR http://image.slidesharecdn.com/iibmanufacturingpackv1001-141223103200-conversion-gate02/95/iib-manufacturing-pack-v1001-10-638.jpg?cb=1419352380
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Technical introduction
What is a node?

OPC UA defines a network of nodes

8 Classes of Nodes

References define the edges

Each Nodes contain standard attributes
* |dentifier
* NodeClass

¢ BrowseName

and specific attributes (depending on the NodeClass)
* Executable (Methoden)

* Value (variables)
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Technical introduction

address space concept

Node Attributes beschreiben einen Object
Knoten Read / Write
Attributes ¢ Variables
Dat.a _Cha.nge Referenz zu
Notification weiterem Object
References definieren
|-* Beziehungen zu anderen Nodes
References s Call Methods
[ Node | Event
Notification
Node-Modell Object-Modell
Variable Method View

Object

Ua Node Klassen

Node-Klassen

Bildquellen: gemaf http://documentation.unified-automation.com/uasdkcpp/1.5.2/html/L2UaAddressSpaceConcepts.html
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Technical introduction
Datatypes

PRIMITIVE DATATYPES

COMPLEX DATATYPES

(1]

Address Space

4

o [No Highlight

43 Types o

4 i) DataTypes i
4 =% BaseDataType

7= Boolean

; ByteString

7= DataValue

= DateTime

i DiagnosticInfo

: Enumeration

i ExpandedModeld

Guid

7% LocalizedText

; Modeld

H

m

[ -

Et]

[

I &% Float

I &% Integer
] Ulnteger

&% QualifiedName

=% StatusCode

#% String

== Structure

&5 XmlElement e

R

Address Space

& [No Highlight

4 f:, BaseVariableType
- i:, BaseDataVariableType

3 i:, ConditionVariableType
4 i:, DataltemType

+ g, AnalogltemType
@ EURange
# EngineeringUnits
@ InstrumentRange
@ Definition
[ i: DiscreteltemType
@ ValuePrecision
L' DataTypeDescriptionType
L' DataTypeDictionaryType

i SamplinglntervalDiagnosticshrray Type

f:, SamplinglntervalDiagnostics Type
fj ServerDiagnosticsSummaryType
f:, ServerStatusType

f:, ServerVendorCapability Type

i:, SessionDiagnosticsArray Type
i:, SessionDiagnosticsVariableType

i:, SessionSecurityDiagnosticsArray Type
tyDiag iy lyp!

f:, SessionSecurityDiagnosticsType

tyDiag ¥e
f—_, StateVariableType

yp

L' SubscriptionDiagnosticsArray Type
f:, SubscriptionDiagnosticsType

p! g yp!
f:, TransiticnVariableType

b
b
b
3
3
3
3
3
b
b
b
b
b
b
b

i

PropertyType

m

[ Views

ARRAYS

Histarizing

MinimumSamplinglnterval 0

false

Attributes ]
2 [o) b [+]
Attribute Value
4 Nodeld MNodeld
Namespacelndex 4
IdentifierType String
Identifier Counterl
NodeClass Variable
BrowseMame 4, "Counterl”
DisplayMame "en", "Counterl”
Description BadAttributeldInvalid (0x803500007)
WriteMask 0
UserWriteMask 0
4 Value
SourceTimestamp 28.10.2015 16:50:36.899
SeurcePicoseconds 0
ServerTimestamp 28.10.2015 16:50:36.918
ServerPicoseconds 0
StatusCode Good (0x00000000)
Value 247
4 DataType Ulnt32
Namespacelndex 0
IdentifierType MNumeric
Identifier 7
ValueRank -1
ArrayDimensions Ulnt32 Array[0]
Accesslevel Readable, Writeable
Userficcesslevel Readable, Writeable
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Information modeling
OPC UA Information and data models

 Basis are the OPC UA information models (DA,
Ac, HA, Prog)

Vendor Specific Specification

* > 40 Available/Planned Companion Companion Specifications
Specifications

 PLCopen DA
MTConnectOpcUa
ISA95

DI, FDI, ADI, FDT

AutomationML

AC

HA

Basisfunktionalitat

18
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Information modeling

Available Companion specifications (not exhaustive):

Name

Analyzer Devices (ADI)
AutolD

AutomationML

CNC Systems (VDW)

FDI ( Field Device Integration)
FDT (Field Device Tool)
ISA-95 Common Object Model
MDIS

OPC Unified Architecture for Devices (DI)
PLCopen

Powerlink

Sercos Devices

Status
Release (1.1a)
Release
Release
Release
Release Candidate
Release
Release
Release
Release
Release
Release

Release (1.2)

Datum

09.01.2015
14.04.2016
22.02.2016
07.07.2017

22.11.2016
30.10.2013
18.10.2017
25.07.2013

15.11.2017
11.04.2017
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Information modeling
Notation

Object ObjectType

HasComponent

HasProperty

Variable VariableType

HasTypeDefiniion —————»»

HasSubType <K

DataType

Hierarchical
Reference

NonHierarchical
Reference

ReferenceType

Node Classes References

* modeling tools(UaModeler, Free OPC-UA-Modeler u.a.)
* NodeSet-Export (als XML)

« (Automatic code generation)

HaslnputVars——+
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Information modeling
Example: Overview of the CNC Companion Specification

Cnclinterface CncAlarmType CncMessage
Type Type
A A A A
A
Cnclinterface GeneratesEvents

Version

e

.. GeneratesEvents
Revision
FileDirectoryType: CncAxisListType: CncSpindleListType: CncChannelListType:
FileSystem CncAXxisList CncSpindleList CncChannelList
0.n CnchisType: 0.n_| CncSpind_IeType: Ln | CncChannelType:
<CncAxis> <CncSpindle> <CncChannel>

organizes

21 Quelle: OPC UA Companion Specification for CNC Systems
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Bundesministerium
fiir Wirtschaft
und Energie

SeRoNet w

Eine Plattform zur arbeitsteiligen Entwicklung von
Serviceroboter-Losungen

Zielsetzung 5 o -
« ErschlieBung effizientere Wege in der Entwicklung von ® 0/,& | et
i ¥

) ) e
(Service-) Roboterlésungen % o
+ Entwicklung einer offenen B2B-Vermittlungsplattform / >
S - " ’
AL ~.
Vorgehensweise |l{ ( ! SeRoNet :
B S | Vermittiungsplattform |
* Modellgetriebene Entwicklungswerkzeuge und (z: -9 ~
semantische Beschreibung von Komponenten " = N
«  Kommunikation zwischen den Modulen mittels OPC UA . @f\)
* Integrierte Plattform-Fonds '

(Erwartete) Ergebnisse

i i ; K U K A ZZ Fraunhofer HENz NIXDORF INSTITUT
+ Eine offene Plattform zur Reduktion des Integrations- und oA

Anpassungsaufwands fir Service-Robotik-Lésungen Gog FUHRBOTICS & paimerTss  TRans]enary

service robotik

@all
FZI

University of Stuttgart
Germany
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Introduction SeRoNet

Using OPC UA as Communcation Backend

Ubergeordnet
e Systeme
(2.B.) MES

SeRoNet Roboter

SeRoNet S aR'E]SSO ft/ SmartSoft
Komponenten Netzwerk
Komponenten

Externer
OPCUA

Server

OPCUA OPC UA

Gateway

________________________________________

ROS Netzwerk

Gateway

OPC UA Backend

OPC UA
Publisher

OPC UA
Server

Weitere
Roboter

Hard
ware

Hard

* Connect different Frameworks
like ROS, SmartSoft
over OPC UA

« Connection Hardware Device
directly over OPC UA

* Use Gateways to connect
between Backend and other
Components
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Introduction SeRoNet

Using OPC UA as Communcation Backend

* Define only a few
communication Patterns

» Publish/Subscription
» Asynchron Methods

 Events

* Enables composition

* Code generation for OPC UA
Client and OPC UA Server

Komposition durch SeRoNet Ports:

Integration durch Standard (Plain) OPC-UA:

SeRoNet Tooling

1]
]
SeRoNet SeRoNet]+ [ ROS | Smartsoft v
Software Komponente Device : System System TS
SeRoNet User API : Gateway

SeRoNet Ports

Communication
Patterns

Informationsmodell
(Datenstrukturen)

SeRoNet OPC-UA-Mapping

OPC-UA Abstraction Layer

Open62541 freeopcua

SeRoNet Bausteine
(zum Austausch Uber
Vermittlungsplattform)

D SeRoNet 5DK

| I OPC-UA Stack
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Introduction SeRoNet

Code generation for OPC UA Server and Client

Address Space

£ No Highlight

=) Root
v |3 Objects
> & Server
v ‘ Service_2
> @ x
» &8 ¥
> @ z
> 2 Types
> 3 Views

Mode: Publish
Data: Coordination

Mode: Subscribe “
Data: Coordination

Modell 2 ~|Component 2|
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Introduction SeRoNet

Code generation for OPC UA Server and Client e — A x
£ No Highlight -
I Root
v |3 Objects
> & Server
v & Service 2
» & y
& % ¥
>y &8 z
> I Types
> 0D Views

Mode: Publish
Data: Coordination

Mode: Subscribe “
Data: Coordination

Modell 2 ~|Component 2|
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Introduction SeRoNet
Connect ROS and SeRoNet over a Gateway

Gateway

New Value
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Introduction SeRoNet
Connect ROS and SeRoNet over a Gateway

Gateway

New Value
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